
Unfortunately, fake messages continue to circulate. Please note:

•	 We will never ask for credit card details or login information via email, chat, or SMS.

•	 If in doubt, do not click on any links and do not reply to suspicious messages.

•	 If you are unsure, please contact us directly at info@barabas-luzern.ch.

•	 Thanks to LINDA the fisher, you won’t get caught in the net: Each letter of her name stands for a simple  
	 rule to help prevent phishing.

More information and security tips can also be found at www.card-security.ch/en.

PHISHING IS ALSO AN ISSUE IN HOSPITALITY 
PLEASE STAY ALERT

L = Links and attachments from unknown senders should never be clicked.

I  = Inspect email content carefully and critically.

N = Neutral or generic greetings can be a warning sign.

D = Demands that create urgency are suspicious.

A = Always check the sender carefully.


